
Vu ln er ab ilit y Dis clo s u r e  Po licy 

U.S. Chem ica l Sa fety a n d Ha za rd In vestiga tion  Boa rd (CSB), 2021 

In t r o d u ct io n  

The CSB is  com m it t ed  t o  en su r in g t h e s ecu r it y of t h e Am er ican  pu blic by p r ot ect in g 
t h eir  in for m at ion . Th is  policy is  in t en d ed  to  g ive secu r it y r esea rch er s  clea r  
gu idelin es  for  con du ct in g vu ln er abilit y d iscover y act ivit ies  an d  t o  con vey ou r  
p r efer en ces  in  h ow t o su bm it  d is cover ed  vu ln er abilit ies  t o  u s . 

Th is  policy descr ibes  wh a t  s ys t em s  an d  t yp es  o f r esea r ch  a r e covered  un der  t h is  
policy, h ow t o  s en d  u s  vu ln er abilit y r epor t s , an d  h ow lon g  we ask secu r it y 
r esea r ch er s  t o  wa it  befor e pu blicly d isclos in g vu ln er abilit ies . 

We en cou r age you  t o  con t act  u s  t o  r epor t  pot en t ia l vu ln er abilit ies  in  ou r  sys t em s . 

Au t h o r iza t io n  

If you  m ake a  good  fa it h  e ffo r t  t o  com p ly wit h  t h is  p o licy du r in g  you r  s ecu r it y 
r es ea r ch , we will con s ider  you r  r es ea r ch  to  be  au t h o r ized  we will wor k  wit h  you  
t o  u n der s t an d  an d  r e s o lve  t h e is s u e  qu ick ly, t h e  CSB will n o t  r ecom m en d  o r  
p u r s u e  lega l act io n  r e la t ed  t o  yo u r  r es ea r ch . Sh ou ld  lega l act ion  be  in it ia t ed  by a  
t h ir d  p a r t y aga in s t  you  fo r  act ivit ies  t h a t  wer e  con du ct ed  in  acco r dan ce  wit h  t h is  
p o licy, we will m ak e  t h is  au t h o r iza t ion  kn own . 

Gu id elin es  

Un der  t h is  policy, “ r esea r ch ”  m ean s  act ivit ies  in  wh ich  you : 

• Not ify u s  as  soon  as  poss ible  a ft er  you  d iscover  a  r ea l or  pot en t ia l s ecu r it y 
is su e. 

• Make every effor t  t o  avoid  p r ivacy viola t ion s , degrada t ion  of u ser  
exper ien ce, d is ru p t ion  t o  p rodu ct ion  sys t em s , an d  des t ru ct ion  or  
m an ipu la t ion  of da t a . 

• On ly u se exp loit s  t o  th e ext en t  n eces sa r y to  con fir m  a  vu ln er abilit y’s  
p r esen ce. Do n ot  u se an  exp loit  t o  com pr om ise or  exfilt r a t e  da ta , es t ablish  
per s is t en t  com m an d lin e access , or  u se t h e exp loit  t o  p ivot  t o  o t h er  sys t em s . 

• Pr ovide u s  a  r eason able am ou n t  of t im e t o r esolve t h e is su e befor e you  
d isclose it  pu blicly. 



• Do n ot  su bm it  a  h igh  volu m e of low- qu a lity r epor t s . 

On ce you ’ve es t ablish ed  t h a t  a  vu ln er ability exis t s  or  en coun t er  an y sen s it ive da t a  
( in clu d in g per son a lly iden t ifiable  in for m at ion , fin an cia l in for m at ion , or  
p rop r iet a ry in form at ion  or  t r ade secr et s  of an y pa r t y) , you  m u s t  s t op  you r  t es t ,  
n o t ify u s  im m ed ia t e ly, an d  n o t  d is clo s e  t h is  da t a  t o  an yon e  e ls e. 

Tes t  m eth od s  

Th e followin g t es t  m et h ods  a r e n ot  au t h or ized : 

• Net wor k den ia l of s ervice (DoS or  DDoS) t es t s  or  o t h er  t es t s  t h a t  im pa ir  
acces s  t o  or  dam age a  sys t em  or  da ta  

• Ph ys ica l t es t in g (e .g . office acces s , open  door s , t a ilga t in g), socia l 
en gin eer in g (e .g . ph ish in g, vish in g), or  an y ot h er  n on - t ech n ica l 
vu ln erabilit y t es t in g 

Scop e 

Th is  policy app lies  t o  t h e followin g sys t em s  an d  ser vices : 

• www.csb.gov 

• Safet yvid eos .gov  

An y s er vice  n o t  exp r es s ly lis t ed  above , s uch  as  an y con n ect ed  s er vices , a r e  
exclu ded  fr om  scop e  an d  a r e n ot  au t h or ized  for  t es t in g. Add it ion a lly, 
vu ln erabilit ies  fou n d  in  sys t em s  fr om  ou r  ven dors  fa ll ou t s ide of t h is  policy’s  
s cope an d  sh ou ld  be repor t ed  d ir ect ly t o  t h e ven dor  accord in g t o t h eir  d is closu re 
policy ( if an y). If you  a r en ’t  su r e wh et h er  a  sys t em  is  in  s cope or  n ot , con t act  u s  
a t  s ecu r ity@ csb.gov befor e s t a r t in g you r  resea r ch   (or  a t  t h e s ecu r it y con t act  for  
t h e sys t em ’s  dom ain  n am e lis t ed  in  t h e .gov WHOIS). 

Th ou gh  we develop  an d  m a in ta in  ot h er  in t er n et - acces s ible  sys t em s  or  s ervices , 
we ask t h a t  a ctive resea rch  a nd testing on ly be con du ct ed  on  t h e sys t em s  an d  
ser vices  cover ed  by th e s cope of t h is  docum en t . If t h er e is  a  pa r t icu la r  sys t em  n ot  
in  s cope t h a t  you  t h in k m er it s  t es t in g, p lease con t act  u s  t o  d iscuss  it  fir s t . We will 
in cr ease t h e s cope of t h is  policy over  t im e. 

Rep o r t in g  a  vu ln er ab ilit y 

In form a tion  subm itted un der th is policy will be used for defensive purposes on ly –  to 
m itiga te or rem edia te vuln era bilities. If your findings include newly discovered 
vulnera bilities tha t a ffect a ll users of a  product or service a nd not solely Agen cy Nam e, 

https://domains.dotgov.gov/dotgov-web/registration/whois.xhtml


we m a y sha re your report w ith  the Cybersecurity a nd In fra structure Security Agency, 
where it w ill be ha ndled under their coordina ted vulnera bility disclosure process. We 
will not sha re your na m e or con ta ct in form a tion  without express perm ission . 

We accep t  vu ln er ab ilit y r ep o r t s  via  s ecu r it y@ cs b .gov. Repor t s  m ay be su bm it t ed  
an on ym ou s ly. If you  sh a r e con t act  in for m at ion , we will ackn owledge r eceip t  of 
you r  r epor t  w it h in  3 bu s in es s  days . 

We do n ot  su ppor t  PGP- en cr yp t ed  em ails . 

Wh a t  we wo u ld  lik e  t o  s ee  fr o m  yo u  

In  order  t o  h elp  u s  t r iage an d  p r ior it ize su bm iss ion s , we r ecom m en d t h a t  you r  
r epor t s : 

• Descr ibe t h e loca t ion  t h e vu ln erabilit y was  d iscover ed  an d  t h e pot en t ia l 
im pact  of exp loit a t ion . 

• Offer  a  det a iled  descr ip t ion  of t h e s t ep s  n eeded  t o  r ep r odu ce t h e 
vu ln erabilit y (p roof of con cep t  s cr ip t s  or  s cr een sh ot s  a r e  h elp fu l) . 

• Su bm it  you r  r epor t  in  En glish , if poss ible . 

Wh a t  yo u  ca n  exp ect  fr o m  u s  

Wh en  you  ch oose t o  sh a r e you r  con t act  in for m at ion  wit h  u s , we com m it  t o  
coor d in a t in g wit h  you  as  open ly an d  as  qu ickly as  poss ible . 

• Wit h in  3 bu s in ess  days , we will ackn owledge t h a t  you r  r epor t  h as  been  
r eceived . 

• To t h e bes t  of ou r  abilit y, we will con firm  th e exis t en ce of t h e vu ln er abilit y 
t o  you  an d  be as  t r an spa r en t  a s  poss ible  abou t  wh a t  s t ep s  we a r e t akin g 
du r in g t h e r em ed ia t ion  p roces s , in clu d in g on  issu es  or  ch a llen ges  t h a t  m ay 
delay r esolu t ion . 

• We will m a in t a in  an  open  d ia logu e t o  d iscu ss  is su es . 

Qu es t io n s  

Qu es t ion s  r ega rd in g th is  policy m ay be sen t  t o  s ecu r it y@ cs b .gov. We a lso  in vit e  
you  t o  con t act  u s  w ith  su gges t ion s  for  im pr ovin g t h is  policy. 

https://www.cisa.gov/coordinated-vulnerability-disclosure-process
mailto:security@csb.gov


Do cu m en t  ch an ge h is t o r y 
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